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InterMapper’s Benefits

o Multi-site deployment

o Highly Scalable

a Cross platform

o Easy to install and set up

o Unique graphical view

o Real-time monitoring

o Alerting on thresholds not just failure

o Real-time charting of thousands of data points
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Sample Deployment—1
o InterMapper at branch
Offl ce A Monitoring a Firewalled Network
o Behind Firewall nterviappor @) T werceston
o RemoteAccess in
NOC or in the field N

o Views and configures
the server

“Insecure” InterMapper
. Network RemoteAccess




o InterMapper in NOC

o RemoteAccess in net
admin’s office

o RemoteAccess at Help
Desk and in the field
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Sample Deployment—2

InterMapper in a Corporate Setting

NetAdmin i Network
Office S"erve'e' r'apper Operations
¢ Center
InterMapper
RemoteAccess
- Help Desk
InterMapper
RemoteAccess
InterMapper
RemoteAccess
InterMapper
Remqte RemoteAccess
Location
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Sample Deployment—3

. InterMapper inStaIIed JnTseDm Help
at two customer sites 7<= 200 0@ 08 1890 90 00 1Y 0k

Monitoring Multiple Sites

I
A

o Configure and
monitor from NOC 1? * Site 1
@

InterMapper NOC

—~—

g P
__Internet . InterMapper
e 4 moteAccess

g2

e Site 2

Director v

Poll Interval: | 30 Seconds | € | | 2 1100% &

4L
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See the Health of the Network

o What’s working
o What’s down
o Heavy traffic areas

o ROIl: Knowing
when and where
bottlenecks and
outages occur
immediately saves
time and money
fixing the issues.

5

130 ca[0a]:8[20] @)

866

g‘ EE 16 Devices

John Test Server : SNMP Devices Custom

apcc.dartware.com.

Brother_HL-1650

192.168.197.0/24
192.168.1.104

sunblade.dartware.com.

192.168.199.0/24
192.168.2.0/24

‘outer.dartware.com.
192.168.3.0/24
216.107.193.128/29

216.107.193.129

CALE St R [

www.apple.com.akadns.net

inhn_win dartwara ~am

800

=l mruidays dartuinea Aame

Device Status
Poll Intervalz| 30 Seconds ~ | (&S Name: www.apple.com.akadns.net [
DNS Name: www.apple.com.akadns.net
Address: 17.149.160.10
Status: UP (Reachable since Apr 16, 15:18:42)
Probe: HTTP (port 80)
Up Time: n/a
Availability:
TCP Failures: 0.14 total attempts)
Short-term Packet Loss: _0.0 % )0 last attempts) [Reset]
Recent Failure: 1 attempts at Apr 16, 15:18:12
Round-trip time: 438 msec
Recent Outages:

04/16 15:18:12: DOWN for 30 seconds
HTTP Information

Time to establish connection: 94 msecs

Time spent connected to host: 344 msecs
Last updated Apr 16, 16:39:12; interval: :

99.9 % (of 5 hours, 51 minutes, 42 seconds)

seconds
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Device and Interface Statistics

o Live Data
o 100’s of Data Points
o Chartable

0 UPS Probe:

apcc.dartware.com.

Device Status

Name: apcc.dartware.com.
DHNE Name: apcc.dartware.com.
Address: 192.168.1.22
Status: UP (Reachable since Nov 24, 15:06:10)
Probe: Probe Group

Last updated Nov 25, 08:24:38

Reason: (APC UPS: apcc.dartware.com.) UPS battery temperature Warning: 41 °C (Optimal Range: 10-38 °C)

Member Probes
¥ WARMN: APC UPS
Device Status
Status: UP (Reachable since Nowv 24, 15:06:10)
Probe: APC UPS (port 16l SNMPvl)
Up Time: 8 days, 19 hours, 5§ minutes
SysName: Dartware, LLC
Contact: The Manager
Location: In the bowels of our net
Availability: 97.4 % (of 8 days, 20 howrs, 59 minutes)
Packet Loss: 5.53 % (of 51177 total attempts)
Short-term Packet Loss: 0.0 % (of 100 /as mpts) [Reset)
Pecent Loss: 1 pkts at Nowv 25, 07:08:54
Response time: 219 msec

apcc.dartware.com. UPS battery temperature Harning: 41 °C

n

Petention Policy: 24 Hours (-3), Exportable
APC UPS (Single Phase) Information
Model: SMART-UPS 700
Firmware: 5011D
Status: OnLine (Hot On Battery)
Battery: 100% Charge, 6 hours, 30 minutes /efl.
Internal temperature Js 41 °C / 106 °F.
Last repiaced on 03127100 and needs to be repiaced.
0% Load, 117 oits; B0 Hz; 0.0 Amps.
117-118Y over jast minute); 60 Hz.
Input falivre was 2 Ho Transfer.

Output:
Input:

Bugs or Requests? Piezse contact us
Last updated Nov 25, 08:24:19, interval: 30 seconds

Reason: UPS battery temperature Warning: 41 °C (Optimal Range: 10-35 °C)
< 1M 2
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Device & Interface Statistics

o Monitor Server
Health

o Host Resources:

192.168.1.119

Device Status

Name: 192.168.1.119
DNS Name: (Unknown)
Address: 192.168.1.119
Status: UP
Probe: Probe Group

Last updated Nov 25, 08:35:55

Member Probes
4 OK: Ping/Echo
v 0OK: SNMP - Host Resources
Device Status
Status: UP

JSWINEOX
JSWINBOX

Probe: SNMP - Host Resources (port 161 SNMPvwl)
Up Time: 4 minutes, Z7 seconds
SysName: JSWINBOX
Availability: 100 % ({of 3 minutes, 11 seconds)

Packet Loss: 0.0 % (of 134 total attempts)
Short-term Packet Loss: 0.0 % (of 100 jast altempts) [Reset]
Recent Loss: None

Response time: 16 msec

Petention Policy: 24 Hours (-3), Exportable

Host Resources General Information
System Uptime: 8 days, Z1 hrs, 19 mins,
System Date: Z009-11-25, 08:35:55.04
Nunber of User Sessions: 2

8 secs

Nunber of Processes Loaded/Punning: @

Installed Memory: 3143520 KB

Description: Hardware:
Host Resources Storage Table Information

x86 Family 6 Model 15 Stepping 6 AT/AT COMPATIBLE - Software:

Index Used (MB) Size (MB) % Full Fail
1 57,660 35,384 67 0
2 0 0 o 0
3 1,170 4,955 “z3 0
4 1,140 3,069 37 0

Host Resources Processor Table Information
Index Load
13 _54%
14 _66%
CPU Utilization:

[ ast updated Nov 25, 08:

60%

5:55; Interval: 30 seconds

£ i

InterMapper

by Dartware C

Windows
Descr.
C:% Label: Serial Number 4495adS?
D:y

Virtual Memory
Physical Memory

2|
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Customized Thresholds

006 Map Settings: SNMP Devices :

L]
d S et D ev I ce a n d ¥ Appearance Set traffic thresholds to highlight network activity. Moving ants indicate the

Colors direction and magnitude of network traffic.

= When the rate goes above these values, alter the display:
Back d
I'raffic Thresholds o | | o

¥ Thresholds - - - -Some traffic

Device Frames Per Second: 100 - High traffic

a A I e rt o n p a c ket v Not:f:izfon Average bytes per frame: 200 | ---- Large frames
loss, round trip

Default Notifiers Errors per minute: 10 © Trouble
t.
ime oo ,

Map Settings: SNMP Devices
¥ Appearance
o Per-server, per-

Background

map, pe r-deVice ¥ Thresholds Down Thresholds: —

Number of lost packets (1 - 10):

Set thresholds to alert you to network problems.

] Use Server defaults

Device
Traffic Other Thresholds: Warning Alarm Critical
= ¥ Notification Interface errors: 2 10 20 per minute
Default Notifiers
Short-term packet loss: 100 100 100 of last 100
Round-trip Time: 1000 5000 20000 msec

4
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NetFlow

a G o Od . Production Nitro : InterMapper Flows

File ©dt View Window Help

d iag nostic €« » ’Q 192.168.1,140 vlgg] all Hosts % || apons x| = S |§| Ha e

showingdatarvom:| 11/24/09 20:43 5 ‘ 11/25/09 03:41 :’ i |Cuslom v‘ Q- € 2 Q >
tOOI E] Top Ports (Exporter: 192.168.1.140, All Hosts, All Ports)

[ http/TCP [ netflow/UDP [Jcws/TCP [ 2155/TCP [ echo-rep/ICMP
KBit/sec ] microsoft-ds/TCP [ snmp/UDP [ other [ echo/ICMP [ smtp/TCP B

o ldentifies

BEE

who’s
“hogging the

21:00 22:00 23:00 00:00 01:00 02:00 03:00
11/24/2009 11/24/2009 11/24/2009 11/25/2009 11/25/2009 11/25/2009 11/25/2009
]
, , Service Protocol Port Bytes % W
a n WI = HTTP TCP 20 207 6MB 33.41| A
[] | MICROSOF... TCP 445 109.9MB 1769
[ | NETFLOW UDP 2055 87.7MB 14,12 r
O SNMP UDP 161 83.2MB 1339)
O WS TCP 2401 66.7ME 10.74
O 2155 TCP 2155 12.9MB 2,08
= ECHO ICMP 2048 11.4MB 1.84
[ | ECHO-REP ICMP S.1MB 0.82
O SMTP TCP 25 4.4ME 0.72
3389 TCP 3389 4.1MB 066
81 TCP 21 3.9MB 063 e
| Top Hosts‘ Top Ports | Top Sessions
12 l 45,446 sessions in current view (621 3MB) ~183 days total in database, ~2 days in memory l .l Ready ]

A N I
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And sFlow, JFlow, cFlow

a

Q

Q

Q

Spot DoS attacks

Historic Data Analysis

Patterns & Trends
Country of Origin

. Production Nitro : InterMapper Flows
File Edt View Window Help

€« IE 192.168.1.2 v] ) allHosts x| @ alports x

Showing data From:| 11/23/09 10:41 & | : l 11/23/09 18:10 3 ‘ iiiis lCustom

.

Top Hosts -- Talkers (Exporter: 192.168.1.2, All Hosts, All Ports)

[Jother [J]192.168.1.10 []64.208.186.112 [C]198.173.236.168 [ 91.189.88.40
KB/sec [192.168.1.148 [EH192.168.102.2 []1192.168.1.106 [EH192.168.1.26 [EH192.168.1.12

11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00
11/23/2009  11/23/2009  11/23/2009  11/23/2009 1172372009 11/23/2009  11/23/2009 1172372009

Name Address Country Bytes ¥ %

[ |csw.dartware.com 192.168.1.148 723.2MB
[ |backup dartware.com 192.168.1.10 570.5MB
3 |aw.dartware.com 192.168.102.2 553.1MB
[ [64.208.186.112 64.208,186.112 [ ] 527 6ME
[ |dhcp-106.dartware.com 192,168.1.106 410.4MB
[ [www .quotewerks.com 198.173.236.168 [—] 280.6MB
[ |billgs.dartware.com 192.168.1.26 278.4MB
[ |drescher .canonical.com 91.189.88.40 == 266.5MB
[ |blitz dartware.com 192.168.1.12 262.1MB
ip-97-74-126-48.ip secureserve... |97.74.126.48 % 243.8MB
Err— Err— - ———

< m |

Top Hosts [ Top Ports H Top Sessions
12 I 14,655 sessions in current view (10.5GB) ~183 days total in database, ~2 days in memory I .I Ready ]




Built-in Probes
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®06 www.apple.com.akadns.net
= - Basic TCP ~ |Hypertext Transfer Protocol (HTTP) M
o 85+ built-in probes
SRR Web, defined in REC 2068 and REC 1545, The default TCP
- - , eb, defined in an . The default
I CYaerver M port number for HTTP connections is port 80.
el Yyou maximize tne DHCP/800TP
» Domain Name (DNS) This TCP probe lets you download a specific web page and
- > FTP scan it for a specific string of HTML.
amount ot real-time Gopher
Host Resources ﬁ-lost Name is the dc:maiq name of thg web server (e.g.
] [ ¥ HTTP & HTTPS 'www.dartware.com"). This can be derived from the host
I nfo rm atl O n o u ca n name part of the URL that you want to test. You must enter
HTTP a valid "Host Name" to test web servers which implement
HTTP (Post) virtual hosts. Only add an IP address or domain name; do
s e e HTTP (Proxy) not add "http://".
HTTP (Redirect)
HTTPS URL Path is the full path of the desired file on the web
server (e.g. "/index.html"). The first character mustbe a'/".
= HTTPS (Post) y
a tra I c IRC String to verify is a string to verify in the data returned by
> LDAP the HTTP server. For example, if you are retrieving a web
- LPR page, you might search for "<HTML" or "<P>" to verify that
o Servers (web, mail
J J > Multimedi_a User ID is the user name typed into the web browser's A
= = Network Time password dialog. The default is to leave this blank. You v
file, printers, etc.) -
]
J J RADIUS Host Name: www.apple.com
SNPP
A I icati o ns SSH URL Path: /itunes/index.html
a p p »: Subversion String to verify: selected
Telnet
VNC Server User ID:
> 4 3
o Create your own as
> Miscellaneous L
» Wireless 'A
n ee e SNMP - Printer Status v Port: |80

(Gnee) €06
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Notifications—Part 1

'8 00 Configure Notifier
L}
- : - CNatif .
ROI . I m m ed Iate =5 Name: l]ohn Smith Notifier Schedule:
Notifier Type: | Electronic Mail (SMTP) N O3 6 912 7150 18 21 24

alert of problems or  mervc i inecre o o
john.sutton @A ork) | ‘;vrus
H Addresses: Alert by Sound e
potential problems.
WinPopup Sat

Alert thresholds : M
mean you can act

before a problem
becomes critical. Cene) @D

Fri
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a Decide who is
to receive the
notifications,
how and when

InterMapper”

by Dartware

Notifications—Part 11

SNMP Devices

[38[cal24]:0][11@] 0 @)]

192.168.64.0/24__

OO0 0n

Attach Notifiers to "csw.dartware.com".
~ Notifier Name Down | Up  Critical = Alarm | Warn | OK & Trap Delay Repeat | Count

S Chuck McMurray M M O O 0 80 0 None v Never v -
3 Dan Exelby O O O 8 68 None v Never v -
«}) Default Sounds M M M 0 0 None v Never v -
B8 Gregory Cyr [ [ 10Minutes v 1Minutey ®y
53 john Sutton 1 [0 SMinutesy 1Minutey Sy
(33 Lower Campus Group B3 O 8 a8 8 None v Never v -
&% Mary Smith B B3 a O B B8 8 None v Never v -
B8 Mina Lawton O 0 O =) B B8 B8 None v Never v -

Edit Notifiers...
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Charts show Historical Data

a ROI: You can chart hundreds of data points.
Trending data enables you to monitor QoS in
real time.

o Degraded service can be detected and fixed
early on.

I
A

000 T-1 Utilization
M % Util. Chicago [l % Util. Boston [J % Util. Internet

Utilization

NN

4/16 4/16 4/16 4/16 4/16 4/16 4/16 4/16 4
13:20 13:30 13:40 13:50 14:00 14:10 14:20 14:30 14

&

ATemm
3
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Sub-maps

006 John Test Server : North America Map

o Main map shows ol.al:ali0l 05

k‘“

|
ove ral I Statu s eoe John Test Server Example com-Chicago

AM=1/15 (-] -41o4[ -0L:0] 9L
o Sub-map shows VSRR |
detailed state

o Makes InterMapper
scalable

I
A1

MR e 0
Poll Interval: 30 Seconds ~ (

4L



InterMapper
Autodiscovery
i
. (GHSNS) localhost : 4.6 Autodiscovery
o InterMapper discovers [ XE=2[mooue  [<0[0a[:A[18[0[00)
and lays out the map
o ROI: Start monitoring

within minutes. Save

expensive and time- N
consuming on-site
visits.

Poll Interval: 30 Seconds « ' ( 7 <«» 25% ~

4L o
¥
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Entering Devices Manually
a ,
. . SXe dd Device(s
o Enter a list of devices 8rr T
. Enter one or more host names or addresses:
with IPv4 or IPv6 192.168.1.12
192.168.1.24
addresses, DNS 192.168.1.26
names
. Probe Type: HTTP -Choose...
o Import from a file
CCanceI) m

4L
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Sample Customer Maps
i
Lab Name/Designation: Contact Person: e
Journalism Moc Lobs Review Date: I”w%mo'm
i 1 |roomis): Server Name(s): A |
_____ Room 209 & Room 211 Physical Diagram Scale: 18" = 1"
: [C— -—
Rl [ e
I ez A
[ mote s B Tomtere
I. Server Cabinet
H
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Sample Customer Map

.



InterMapper

Sample Customer Map
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‘ 1
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10.50.75.10 5 4 N|ROSS
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I

” e
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. .
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o

Read-only View via Web

InterMapper Web Server

o ROI: Allow
users controlled
access to
network maps.

a Increase overall
awareness—
Stay in constant
touch.

Map List Error Full Outages Device List Telnet Home

InterMapper

by Dartware

n Tue, 2/5/2008 at 2:47 PM -0500
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Invoke other
applications

Add functions
easily

“Just a right-
click away”

N
cisco

Functionsl | System

Helper Applications

InterMapper

by Dartware

CiscoWorks LMS Portal (CISCOWORKS-LMS)

tetwork [Gkaiaceall  OFM cM RME Pu cs

System & Project Map

ks Kahe 40
10 10297

G TR

sk
LR

wnme SR
10103 21
hrgtch

Chrimoph Teken 1t

InterMapper Web Server

o Tebboncbem 1
Qe ey
shuerc MK
) v Y <
Tt Tt
ran
o
g
w0105 110 e
e d
u { 5 -
1IN barlnar e wfu T
g 0
o T . L 03030
i 9 734 0
N = \
— 4
N = /
o
[ Ly
Tk T o o

InterMapper Outages

InterMapper
Web Server

Create Helper App

Please enter the title InterMapper RemoteAccess should use for this
helper application:

Title ($4TITLE}): \

The Command Line, Path, and Arguments will automatically have single
backslashes (1) escaped.

InterMapper Remotedccess will run this helper application by issuing the
following command. The variables (in ${...}) will be substituted with the
specified values.

Command Line: l,AUNCHER} "${PATH} ${ARGS} ${ADDRESS} & pause” ]

Enter the Path and Arguments that should replace the ${PATH} and
${ARGS} variables on the command line above. Mote that ${TITLE},
${LABEL}, ${ADDRESS}, and ${PORT} may also be used on the
command line.

Path (${PATH}): |
Arguments (${ARGS}):

[] ${ADDRESS} is a list of addresses.

Input:

Default
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Why Use InterMapper?

a Open Source-1
o Nagios

I
A

- Status s Service § [Y
E a g 10S lgwmauww Déﬂm:r[r nding| r._‘]["-""_ ,_W[T"""ﬁ;_:”r".'f"ll."_'}"
: M8 o [ o [ o M o NN o )

General e e ‘
 Home . | All Problems| All Types All Problems| Al Types
Documentation e [ v | s |
Monitoring
Tactical Overview
Service Detail Status Summary For All Host Groups
MHoat Detail
Hostgroup Overview
* Hostgroup Summary
Servicegroup Overview A
Servicegroup Summary [Eciacen g0 detive (actacen) [ mwe | nox
* Servicegroup Grid | TR TR T T T P T T
Stotus Pop [Basters 20 LC-1 (mtern -1) | | 2o
50 0htve Yoop e I T | a0
Service Problems e s Whias A e e [ o —
(aarvcon ko) C
e fsecvicion Teko [ e | 208
Network Outages 180K
| (180K
Mecodorms Local Cel 1 (aervsions k1) l priv.3 4 WARNING
| LoameaAL
P TR CAsoK
(aecvioores tekcot) I @2ue
Performance Info L - W

* Scheduling Queue

Reporting

Trends

4L o
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Why Use InterMapper? - 2

o Nagios

o Pros:

o Open Source

o Big Community

o Free

o Cons:

o 5 minute polling — miss a lot of information

o Requires large server — more expensive than InterMapper
o Contains few probes. Very time consuming to add more
o No graphs, therefore no trending information

o No web interface

o Very hard to map the network

o No Flows feature
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Why Use InterMapper?

a Open Source-2
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Why Use InterMapper? -4

o CACTI

o Pros:

o Great Color Graphs
o Use RRD Database
o Open Source

o Free
o Web interface for configuration
o Cons:

o 5 minute polling — miss a lot of information

o Requires large server — more expensive than InterMapper
o Contains few probes. Very time consuming to add more

o No alerting

o No Flows feature
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Why Use InterMapper? -4

a Open Source

o Conclusions:

o The man hours necessary to configure the open source solutions to come
closer to InterMapper’s feature set make these “free” applications more
expensive than InterMapper

o The feature sets are incomplete compared to InterMapper and would
necessitate the use of additional applications

o InterMapper’s “time to implementation” is easy and fast

o InterMapper’s robust feature set gives a more comprehensive 24/7 network
health analysis




InterMapper

Why Use InterMapper? - Summary

a Solves your problems — fast!
o Easy to use with other products and services

o ldentifies the need for system upgrades &
deployment of hardware

Makes it easy to manage remote sites — spend
less time driving

Reduces costs by saving time, and money

o Hit problems as they start, and before they
become critical

[
N e T e
(W] (W]
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Thank you

InterMapper
by Dartware L ™}



